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KkuOepoe3onacHocTy B cet «HTEpHED)

KoMmnbloTepHble BUPYCHI

KomnproTepHslii BUPYC - 3TO Pa3sHOBHUIHOCTH KOMIIBIOTEPHBIX IPOrpPaMM,

OTJINYHATEILHON 0COOCHHOCTHIO KOTOpOﬁ SBJIIETCS CITOCOOHOCTH K Pa3MHOKCHHIO

(xkonupoBaHuio). B nomoiHeHHEe K 3TOMY, BHUPYCHl MOTYT TMOBPEIUTH WIH

IMOJIHOCTBIO YHUYTOKHUTHL BCC (baﬁmﬂ U JaHHBIC, IIOAKOHTPOJIBHBIC I10JIB30BATCIIIO,

OT UMCHH KOTOPOTro ObLIa 3aITylcHa 3apa>1<éHHa$1 IporpamMma, a Takxe HOBPCIAUTDH

WIN JITaXKe YHUYTOXKHUTH ONEPAlMOHHYIO CHCTEMY CO BceMH (aiiamu B 1esioM. B

OOJIBLIIMHCTBE CIIy4acB pacCIIpoCTPpaHAIOTCA BUPYChI UCPC3 HHTCPHCT.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM

1.  Hcnonb3yil COBpEeMEHHBIE ONEPAlMOHHBIE CUCTEMbI, UMEIOILINE
CEpbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. [locTostHHO ycTaHaBinuMBail maTud (UMQPPOBBIE 3aIUIATKH,
KOTOpblE€ aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEIbIO  J10pabOTKH
OporpaMMbl) U Jpyrue OOHOBJIEHUS CBOEH OINEpalMOHHOM CHCTEMBI.
CkauuBaili MX TOJIBKO C oduuManbHOro caiita paspabdoruunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKJIIOUYH €Tr0;

3. Pabortaii Ha cBOeM KOMIIbIOTEpE MO ITpaBaMu M0JIb30BaTENs, a
HE aJMHHHCTpaTopa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpamMM MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4.  Vcnons3yl ~ aHTHUBUPYCHBIE  MpPOTpaMMHBIE  MPOJYKTHI
U3BECTHBIX IPOU3BOUTENEH, C aBTOMATHUYECKMM OOHOBJIEHUEM 0a3;

S. Orpannup  (uU3MYECKUd  AOCTYyH K  KOMIIBIOTEpY  AJiA
OCTOPOHHUX JINLL;

6. Hcnionw3yil BHemHHME HOCHUTENW WHPOPMAIUMA, TaKWe Kak
bnemka, auck wunu (Qaitn w3 HHTEpHETa, TOIBKO W3 MPOBEPEHHBIX
MCTOYHUKOB,;

7. He otkpbiBaii KOMIbIOTEpHbIE (ailibl, MOJXyYEeHHBIE U3
HEHAJSKHBIX HMCTOYHMKOB. J[laxke Te aiinpl, KOTOpble TpuciIal TBOH
3HaKOMbI. Jlydilie yTo4HM y HETo, OTIPABJISUI JIM OH TeOe UX.

Cern WI-FI

C nomompto WI-Fi MOXHO MOJyduTh OCCIIATHBI WHTEPHET-IOCTYI B

OOIIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX LEHTPax U adpornoprax. Tak xe



SBJIIETCSI OTJIMYHOM BO3MOXXHOCTHIO BbIxojaa B MHTepHeT. Ho MHOrHe skcrepTh
CUYMTAIOT, 4TO oOmmenoctynasie WiFi cetn He ABISIFOTCS O€30TIaCHBIMH.
CoBeTbl 110 0€30MaACHOCTH PadOTHI B 0011e0CTYNMHBIX ceTax Wi-fi

1. He nmepemaBaii cBor JuuyHyr0 HWHPOPMAIMIO  Yepe3
obmenoctynueie Wi-Fi cetu. Paboras B HMX, XenaTeJIbHO HE BBOJUTH
NapoJiv A0CTyNa, JIOTUHBI U KaKUEe-TO HOMEPA,

2. Hcnons3yil W OOHOBJISI aHTUBUPYCHBIE NPOrpaMMbl U
Opanamaya3p. TeM cambIM Thl 00€30MacHIIIb C€0sl OT 3aKaYKHU BUpYyca Ha TBOE
YCTPOWCTBO;

3. [Ipu wucnonb3zoBanuun Wi-Fi otkmoun QyHkimo  «OO0mmit
noctyn K dainmam W npuHTepam». JlaHHas (QyHKIUS 3aKphITa 10
YMOJTYaHUIO, OJHAKO HEKOTOphIC ITOJIH30BATEIM aAKTHBUPYIOT €€ s
yaA00CTBa UCIIOIB30BaHUS B paboTe WK yueoe;

4, He wucnonws3yit nyOmumuneiidi WI-FI s nmepenaum naudHBIX
JAHHBIX, HAIPUMEP, Ul BBIXOJ]a B COLIMAJIbHBIC CETHU WU B JIEKTPOHHYIO
MouTY;

5. Hcnons3yii Tonbko 3amuuieHHoe coenunenue yepes HTTPS, a
He HTTP, 1.e. npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B Mo6unsHOM Tenedone otkimoun Gpynkuuio «IlogkinroueHue k
Wi-Fi aBromarmueckm». He mgomyckaii aBTOMATHYECKOTO MOIKIIOUCHHS

ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbIe CeTH

CormanbHasi CeThb - 3TO CalUT, KOTOPBIA MPEAOCTABIISIET BO3MOXKHOCTb JIFOJISIM
OCYIIIECTBIATh OOIeHHe MexAy coboii B mHTepHere. Yame Bcero B HUX IS
KaXJOT0 4YEeJIOBEKA BBIJICISETCA CBOs JIMYHASA CTpPaHW4YKa, HAa KOTOPOM OH
yKa3bIBaeT O ceOe pa3IuyHyr WH(OpMaIMIO, HauyWHAs OT WMEHH, (paMUJIUU U
3aKaH4YMBasl JUYHBIMHU GoTorpadusiMmu. MHOTHE MMOJIB30BaTEIN HE MOHUMAIOT, YTO
uH(popMarusi, pa3MelleHHas: UM B COITMATIBHBIX CETSIX, MOXKET ObITh HalJleHa U
UCIIOJIb30BaHA KEM YroJHO, B TOM 4YHCIE HE 00s3aTellbHO C Oiarumu

HaMCPCHUAMMU.

OcHoOBHBbIE COBETHI 10 0€30IIACHOCTH B COLIMAJIBHBIX CETHX:



1. OrpaHuub CIUCOK Jpy3eil. ¥ T1e0s B Apy3bsAX HE JOJDKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammiiail CBOIO 4YacTHYIO >KM3Hb. He yka3piBail mapoiiu,
TeneoHbl, aapeca, JAaTy TBOETO POXICHUS U JPYTylO JIHYHYIO
uH(pOpMaIMIO. 310yMBIIUIEHHUKA MOTYT HUCIIOJIB30BATh J1aXe MH(POPMALUIO
O TOM, KaK Thl M1 TBOH POJUTEIM IUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuian CBOK pEenyTalMio - JEpKU €€ B YACTOTE W 3ajaBai
cebe Bompoc: XOTeNn Obl Thl, YTOOBI APYTHE MOJIB30BATENNA BUIEIH, YTO ThI
3arpyxaemis? [logymaii, Ipexae 4eM 4YTo-TO OIyOJIMKOBATh, HAMMMCATh U
3arpys3uTh;

4.  Eciou Tbl ToBOpUIIL C JIIOJAbMH, KOTOPBIX HE 3HACIIb, HE
UCIIOJIB3Yy CBOE peajbHOE MM M JPYrylI0 JUYHYIO HH(pOpManuu: UM,
MECTO >KUTEIIbCTBA, MECTO YUEOBbl U IPOYEE;

5.  H3berait pasmemienus ¢otorpapuit B MHTepHeTe, rae Tl
U300paKeH Ha MECTHOCTH, 10 KOTOPOMl MOXKHO ONPENENIUTh TBOE
MECTOIIOJIOKECHHE;

6. Ilpu peructparuu B COLMATIBHOW CETH HEOOXOAMMO
UCIIOJI30BaTh CIIOKHBIE MApoJiM, cocrosimme U3 OykB M Ludp U C
KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JIJist conuanbHOM CETH, TIOUTHI U JIPYTUX CAMTOB HEOOXOAMMO
UCIIONIb30BaTh pa3Hble maponau. Torma ecnu  TeOs  B3JIOMAKOT, TO

3JIOYMBIIIJICHHUKHA I10JIY4YaT AOCTYII TOJBKO K OJHOMY MCCTY, a HC BO BCC

cpasy.

DJICKTPOHHbIE TeHLIH

DNEeKTpOHHBIC JIEHBIM — 3TO OYEHb YAOOHBIM CHOCOO TIaTeXeM, OHaKO
CYIIECTBYIOT MOILICHHUKH, KOTOPBIE XOTST MOJTYUYUTh ITU JCHBIH.

DJIEKTPOHHBIE IEHbIY MOSIBUJIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTHUX FOCyAapCTBax /10 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (QYHKITMOHUPYIOT U O HUX YK€ MPOIMKCAHO B 3aKOHE, TIIe
MX Pa3JeNISII0T HA HECKOJIBKO BHJIOB - AHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, UTO AaHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJAUTH Onepaluu 0e3
UIEeHTU(PUKAIIMKM  TIOJIH30BATENIs, a B HE AaHOHUMHBIX WJICHTU(UKAIUU

10JIL30BATEIIS SIBJISIETCSA 0053aTCIbHOM.
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Taxxke crnenyer pas3nuyaTh dJIEKTpPOHHBIE (uaTHble JAEHBIM (pPaBHBI
rOCYJIapCTBEHHBIM BaJIFOTaM) U D3JICKTPOHHbIE He(dUATHBIE ACHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ JTeKTPOHHBIMU ICHbI AMU:

1. [IpuBsku K cueTy MOOMIIBHBIN TenedoH. DTO caMblil yIOOHBIN
U OBICTPBINA CIIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBs3anublil Tenedon
MIOMOJKET, €CIU 3a0yAellb CBOM IUIATEKHBIN MAapOJIb WU 3aiiIellb HAa CANT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yir oxgHopazoBele maponu. llocne mnepexoma Ha
YCUJICHHYIO aBTOPHU3aLMIO0 TeOe yXe He OyJeT yrpoKaTh ONAacCHOCTh Kpaku
WJIU TIepeXBaTa MIaTEeKHOIO MapoJIs;

3. BoeiOepu cnoxHbiil maposb. IIpectynHukam OyaeT HE MpOCTO
yrajaTh CIOXHBIA Mapoiib. HamexxHele maponum — 3TO MApOiIu, KOTOPhIE
coJlep>KaT He MEHEee 8 3HaKOB M BKJIIOUYAIOT B €051 CTPOUYHBIE U MPOIUCHBIE
OyKBBI, IU(PPHI U HECKOJIBKO CMMBOJIOB, TaKME KakK 3HaK joJuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIC JIaHHBIE HA CalTax, KOTOPbHIM HE

JOBEpsICIIb.

DJICKTPOHHAS MOYTA

DneKTpoHHAas MoYTa — 3TO TEXHOJIOTHS U MPEAOCTABIIIEMBIE €0 YCIYTH 10
NEPECHUIKE U MOJTYYEHHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPbIE pacpe/IesoTCs B
KOMIMBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISIUT
CJIeIYIOIMM 00pa30oM: UMs_MOJb30BATENA(@UMS_ToMeHa. Takxke KpoMme neperayn
IIPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TepeiaBaTh (ailiibl.

OcHOBHBIE COBEeTHI M0 0€30MacCHO padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hano BbiOpaTh mpaBuiibHBIA NOUTOBBIN cepBuc. B MuTepHere
€CTh OTPOMHBIM BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJAHAKO Jy4YIlle
JIOBEPATH TEM, KOI'0 3HACIIb U KTO IIEPBBIA B PEUTHHIE;

2. He yka3piBali B JMYHOM MOYTE JIMYHYIO HH(POPMAIHIO.
Hampumep, nydmie BbIOpaTh «My3bIKaJIbHBINA (aHaT@» uimu «pok2013»
BMeECTO «TeMal3y;

3. Hcnonp3yil IBYXATalHYH aBTOPU3ALMIO. JTO KOrJa IOMHUMO

MapoJisi Hy’)KHO BBOJUTH KO/, IPUChUIaeMblii 1o SMS;



4. Boibepu cnoxHblil maponb. g KakJoro mo4ToBOIO SIIMKa
JOJKEH OBITh CBOM HAJECKHBIN, YCTOMYHUBBIN K B3JIOMY [1apOJIb;

S. Ecnn ectp BO3MOXXHOCTH HamucaTbh CaMOMY CBOM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. Hcrionb3yli HECKOJIBKO TIOYTOBBIX SIIMKOB. llepBeid s
YaCTHOW IIEPENUCKM C aJapecaTaMd, KOTOPbIM Tbl JOBEpsellb. ITO
AJIEKTPOHHBIN aJipec He HaJ0 HCIOIb30BaTh MPHU pErucTpanuu Ha Gpopymax
U calTax;

7. He otkpeiBail Qaitnel U Apyrue BIOKEHHS B MHUCbMax Jaxe
€CJIM OHHU IPUIUIA OT TBOUX Jpy3el. JIydie yro4Hu y HUX, OTIPABIIAIMN JIU
OHHM TeOe ITH (ailibl;

8. [locne okoHuaHus pabOTBl Ha MOYTOBOM CEpPBHCE NEPEN

3aKPBITUEM BKJIAJKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BIATI».

KunoepOyJJIMHT WM BUPTYVAJILHOE U31€BATEJILCTBO

KubepOymauHr —  mpecienoBaHue  COOOLICHUSMH,  COAEpIKAIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 00pBHOE ¢ KUOEPOYIITMHIOM:

1.  He Opocaiics B 60ii. JIyummii cioco0: mocoBETOBATHCA KakK ce0st

BECTM U, €CIM HET TOro, K KOMY MOXHO OOpaTuThCsi, TO BHayaie

ycHnokouThcsi. Ecaum Tl HayHemb OTBEYaTh OCKOPOJICHUSIMM  Ha

OCKOpOJIEHMSI, TO TOJILKO €11 OOJIbIIIe Pa30AKeIIb KOHPIHKT;

2.  Ympasnsii cBoeil kubeppemyTaimei;
3. AHOHMMHOCT, B ceTh MHHMas. CyIIecTBYIOT CIOCOOBI

BBISICHUTB, KTO CTOUT 3a aHOHUMHBIM aKKayHTOM;

4, He crout BecTw Xynuranckuii o0pa3 BHUPTYaJIbHOW >KU3HM.

UuTepHeT Qukcupyer Bce TBOM JEHCTBHUS M COXPAHSET UX. YIAIUTh UX

OyJIeT KpaiftHe 3aTpyAHUTEIBHO;

5. Benu cebs BexuBoO;
6. Urnopupyn €AMHUYHBIN HETaTHUB. OnHopa3zoBbie

OCKOpOUTENbHBIE COOOIIEHUs Jydllle UTHOpupoBaTh. OOBIYHO arpeccus

MpeKpalaeTcs Ha Ha4aJlbHOUM CTauu;



/. banm arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMHU
COOOIIEHUSIMU, B COIMAIBHBIX CETAX €CTh BO3MOXHOCTH OJOKHPOBKHU
OTIIPaBKU COOOILEHUN C OIIPENIEICHHBIX aPECOB;

8. Eciu T1b1 cBumerens kubepOymiuura. TBoum  JeicTBUS:
BBICTYIIUTh INPOTUB IIPECIENOBATENsA, IOKa3aTb €My, 4TO €ro JEHCTBHS
OLICHMBAIOTCS  HETAaTUBHO, IOAJEPXKaTb JKEPTBY, KOTOpPOM  HY>KHa
IICUXOJIOTHYECKasi TMOMOIIb, COOOLIUTH B3pOCIBIM O (haKTe arpecCMBHOTO

IIOBCACHHUA B CCTH.

MoouiabLHbIN TeJaehoH

CoBpeMeHHbIe CMapTQOHBI U TIIAHIIIETHI COJIEPXKaT B ce0€ BIOJIHE B3POCIBIN
GyHKIIMOHAN, W TENepb OHM MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEACTB 3AIIMTHI 1JIs1 MOJOOHBIX YCTPONCTB MOKA OYEHb
Mano. TectupoBaHWe M TIOMCK YSA3BUMOCTEH B HHUX IHPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 17t [1K, To ke camoe kacaeTcst U MOOMIIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAIIU
HACTOJbHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIHMOHATa BIEYET 3a CcoOoM
OOJIBIIYIO CJI0)KHOCTh X MEHBIIYIO 3aIUIIEHHOCTbD.

Jlanexko He Bce MPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKpPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBeTHI )1 0€30MACHOCTH MOOMJIBLHOIO TesledoHa:

1. Bynb octopoxeH, Beap koraa Ttede mpeayiaraloT OecruiaTHBIN

KOHTEHT, B HEM MOT'YT OBbITh CKPBITHI KaKHE-TO TJIaTHBIE YCIYTH;

2. Hymaii, npexxae yeMm otnpaButb SMS, doto win Buaeo. Tol

TOYHO 3HACIIIb, T/Ie OHU OYAYyT B KOHEUHOM UTOTE?

3. Heob6xomumMo OOHOBIATE ONEPAIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4, Ucnonb3yit aHTUBHUPYCHBIE MPOTPAMMBI  JIJII  MOOWJIBHBIX
TenedOHOB;

d. He 3arpyxail npunoxeHus OT HEU3BECTHOIO MCTOYHHUKA, BEIb

OHH MOT'YT COJIEp>KaTh BPEIOHOCHOE MPOTPaMMHOE 00eCTIeueHNE;
6. [Tocne TOro kak Thl BBIWAEUIb C CaWTa, TAE BBOAWII JUYHYIO

nH(opMalio, 3aiiiM B HACTPOIKK Opay3epa u yaanu cookies;



7. [Tepuonnuecku IpOBEPsIH KaKue  IUIaTHBIE  YCIyTH
aKTUBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEP MOOWIBHOTO Telie(pOHA TOJBKO JIFOMISIM,
KOTOPBIX THI 3HACIITH U KOMY JIOBEPSICIIIh;

9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOrga Thl HM HE

nosib3yenbes. He 3a0b1Bail HHOT A IPOBEPSITH 3TO.

@OUINMHT WK KPaXKa JUYHBIX JAHHBIX

I'maBuas uenp ¢ummHr - Buga HTepHET-MOIIEHHUYECTBA, COCTOUT B
MOJIYYeHUN KOH(PUICHIIMATBHBIX JAHHBIX MOJb30BaTeNIe — JIOTHHOB U MapOJIeH.
Ha anrnmiickom ssbike phishing uyutaercs kak Qummnr (ot fishing — priOHas
JIOBJIs, password — maposn).

OcHoOBHBbIE COBETHI M0 0OpHOE ¢ PUILUHIOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciiu ThI 110J103peBaciiib, 4TO TBOS
aHkeTa OblJa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBATH €€ U COOOIIHUTH
aJIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Ucnonb3yit Ge3omacHbie BeO-CAlThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U MTOMCKOBBIX CUCTEM;

3.  Hcmonmp3yii clnoxHBbIC U pa3Hble Mapoiu. Takum oOpa3om, eciu
Te0s1 B3JIOMAIOT, TO 3JOYMBIIUICHHUKHU TOJIY4YaT OCTYIM TOJILKO K OJHOMY
TBOEMY MPODUITIO B CETH, & HE KO BCEM;

4, Eciu Tebs B3joMany, TO HEOOXOAMMO MPEAYNPEIUTh BCEX
CBOUX 3HAKOMBIX, KOTOpbIE 0OaBIEHBI y T€OsI B APY3bsIX, O TOM, UTO TeOs
B3JIOMQJIM M, BO3MOXHO, OT TBOETO HMMEHHM OyJEeT pacchuIiaThCsl cHaM U

CCBUIKH Ha (DUIIIMHTOBBIE CAUTHI;

S. YcranoBu HagexHbii napoib (PIN) Ha MoOWIBHBIN TenedoH;
6. OTkJTr0uM coOXpaHeHue napodsi B Opaysepe;
7. He oTkpsmiBail Qaiinbl U Apyrue BIOXKEHUS B MUCbMax Jaxe

€CJIM OHU IPUIUIA OT TBOUX Jpy3e. Jlydunie yrouHu y HUX, OTHPABISIN JIU

OHH TeOe ATH (aiiIbl.



